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Preface 

This book began as a frustration. 

Engaging with organizations across Europe on AI governance programs, I encountered 
the same pattern. A senior leader would show me their AI governance framework. It 
was typically well designed: comprehensive layers, assigned ownership, references to the 
right regulations. Sometimes it had a certification attached. And then I would ask a 
single question: show me the evidence that the control on data lineage operated last 
month. The room would go quiet. This recurring pattern suggested a structural problem: 
while frameworks are abundant, tangible evidence of their effectiveness is often missing. 
This book explores why that gap exists and how to bridge it. Without concrete evidence 
of operational controls, organizations risk regulatory penalties, reputational damage, and 
undermining public trust in AI systems. 

 

The Apparens AI Enterprise Control Index was designed to close that gap. It is a 
control framework, not a policy framework. It tells you not only that you need a data 
lineage process, but that the specific card L4 Data Lineage requires a traceable lineage 
record from source to inference output, that the CDO is the named owner, and that its 
absence at a governance gate blocks deployment. We’ll explain those cards later. The 
Control index is available free of charge at apparens.nl/ai-control-index. What the index 
does not do is explain how to use it. That is what this workbook does. 

This book is for practitioners: the Enterprise Architect who needs to translate strategic 
intent into enforceable system design, the CISO who needs to map AI-specific attack 
surfaces onto their existing security controls, the Data and AI Lead who needs to 
evidence compliance with Article 10 of the EU AI Act, the Procurement lead who needs 
to assess the AI components embedded in the services they are contracting, and the 
Executive Accountable Officer who needs to sign something meaningful rather than 
something performative. If you are a practitioner in one of those roles, or responsible 
for building a governance program that these roles must operate within, this book was 
written for you. 

It is not an introduction to AI. It is not a summary of the EU AI Act. It is not a 
certification program. It assumes that you work with AI systems, that you are aware in 
general terms of the regulatory environment, and that what you need is a structured 
method for translating that awareness into an evidence-based governance program. 



7 

Throughout the book, every concept is illustrated through the story of Green Canopy 
Ventures, a fictional scale-up operating in the urban forestry sector. GCV was chosen 
deliberately. Urban forestry is not the first context that comes to mind when people 
think about AI governance: there are no language models generating financial advice, no 
facial recognition systems in public spaces. What GCV has is exactly what most 
organizations have: a predictive scoring system, a computer vision module, a validation 
agent, and a governance team trying to make sense of obligations they did not fully 
anticipate when they decided to deploy these systems. The specifics are different from 
your organization. The governance problems are the same. 

The AI Accountability Trap covers all twenty-eight chapters of the workbook. Chapters 
1 to 4 establish the foundation: what the framework is, how its cards work, and when to 
use each of its two operating modes. Chapters 5 to 10 address the five practitioner roles 
and the L6 domain in turn. Chapters 11 to 14 cover the agentic control pack, including 
the artifact that makes autonomous systems governable. Chapters 15 to 18 provide the 
standards crosswalk for ISO/IEC 42001, the EU AI Act, and the NIST AI RMF. 
Chapters 19 to 22 build the evidence factory. Chapters 23 to 26 develop the full 
Forensic Exposure methodology. Chapters 27 and 28 show how the program operates 
as a permanent governance cadence rather than a one-time project. 

A note on the framework itself: the AI Enterprise Control Index is a living instrument. 
It is updated as the regulatory environment changes and as operational experience with 
the framework accumulates. The version described in this workbook is current as of 
March 2026. The framework structure, the artifact numbers, and the toggle logic are 
stable. Specific regulatory references should be verified against current guidance, and 
where the EU AI Act is cited, the qualification language used throughout this book 
applies: the Act sets direction, but interpretation at the level of specific requirements 
remains a matter for qualified legal advice. A note on regulatory evolution: the EU AI 
Act is in force, but delegated acts, harmonized standards, and national transposition 
measures continue to develop across EU member states. The governance obligations 
described in this workbook reflect the Act as enacted in 2024. Readers applying the 
framework in a compliance context should verify the current status of implementing 
measures in their jurisdiction. The framework’s controls are mapped to the Act’s articles 
rather than to implementing details, which means the mapping remains directionally 
stable as the regulatory landscape develops. 

I am grateful to the practitioners who have used the AI Enterprise Control Index in the 
field and provided the feedback that shaped this workbook. The GCV case is fictional. 
The governance problems it illustrates are not. 
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Introduction 

The Case for Evidentiary 
Governance 

 

The day prestige stopped being protection 

On 9 March 2026, a security researcher published a report claiming that, in late February 
2026, an autonomous AI agent had obtained read-write access to Lilli (McKinsey’s 
internal AI platform) in under two hours. McKinsey responded quickly. The firm 
confirmed it had identified and fixed a vulnerability within hours of being alerted, and 
stated that a third-party forensics investigation found no evidence that client data had 
been accessed. 

That response was reasonable. The remediation was fast. The public statement was 
careful. 

None of it was enough to stop the questions. 

What did the institution think it was controlling? Who had tested the assumptions 
around it? Could governance claims be evidenced, or only asserted? Could the firm 
explain its control posture before remediation, not just after? 

Those questions are not unique to McKinsey. They are the questions every board, 
regulator, procurement panel, and informed journalist now knows to ask. The Lilli 
episode matters not because it proved the most dramatic version of the story, but 
because it demonstrated something simpler and more consequential: institutional 
prestige no longer immunizes an organization from governance exposure. Status, rigor, 
and reputation do not substitute for proof. 

That is where this book begins. 

 

Most organizations do not have an AI problem 

They have a proof problem. 

They have strategies. They have principles. Many have frameworks, inventories, 
dashboards, steering groups, and alignment maps to the EU AI Act, NIST AI RMF, or 
ISO/IEC 42001. What they often cannot do, cleanly and under pressure, is prove that 
their most important control claims are real, current, owned, and operating. 
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The gap is not one of awareness or intelligence. It is structural. 

Frameworks describe what should exist. They rarely specify how existence is evidenced, 
who must produce that evidence on a given date, and what happens when the evidence 
is absent. The result is an institution that can say many of the right things and still fall 
silent when asked the first serious evidentiary question. 

This condition has a name: governance theater. 

Not fraud. Not stupidity. Something more common and therefore more dangerous: a 
condition in which the visible forms of governance are present, but the proof layer is 
thin, stale, or politically negotiated. Policies that signal seriousness without specifying, 
with any operating discipline, which control must exist, which artifact must evidence it, 
who owns that artifact, at which gate that evidence is required, and what consequence 
follows if it is missing. 

In regulated sectors subject to EU AI Act obligations and equivalent national 
frameworks, the evidentiary threshold is shifting. Under the EU AI Act (Article 9, 
Article 17) and emerging supervisory practice, boards, regulators, auditors, and 
procurement panels are moving beyond the old question: what is the plan? The question 
that now determines institutional standing is harder: can you prove the plan holds under 
pressure? Can you prove the dependency is governable? Can you prove the control is 
current? The old threshold, “we have a framework,” no longer holds. The new threshold 
is: we can show the gate, the artifact, the owner, and whether the evidence is current. 

The survey data cited above suggests that most organizations are not ready for it. 

 

The accountability trap 

Most institutions misunderstand the sequence of how governance failures become 
visible. They think the problem begins when embarrassment arrives. It does not. 

What actually happens follows a specific, repeatable pattern. An incident occurs: a 
vulnerability, an audit finding, a system behaving in ways the board did not anticipate. 
Scrutiny follows. Regulators, journalists, or procurement panels ask for evidence. At that 
point, missing evidence surfaces: not because controls were never discussed, but because 
the governance layer was optimized for documentation rather than for producing 
current, owned, operational proof. Blame migrates upward. It does not stop at the team 
that built the system or the manager who approved the deployment. It travels to 
whoever signed the governance statement that cannot now be evidenced. The executive 
who approved the control framework. The board that endorsed the AI strategy. The 
accountable officer whose name appears on the audit response. 

That is the accountability trap. Executives get blamed not because they acted in bad 
faith, but because the institutions they lead built governance constructs that looked 



14 

adequate until they were tested under pressure. The trap is structural, not personal. And 
it is preventable in most circumstances, if governance is built from the evidence 
backward, not from the policy forward. 

This sequence, incident to scrutiny to missing evidence to blame migrating upward to 
accountability trap, is the thread that runs through every part of this book. 
Understanding it is the prerequisite for everything that follows. 

 
DEFINITION: THE ACCOUNTABILITY TRAP 

The accountability trap is the structural condition that emerges when an AI 
governance incident exposes the absence of evidence that should have existed. It 
unfolds in four steps. 

Step 1: Incident. An AI system produces a harmful, biased, or non-compliant 
outcome. The system may have been operating as designed; the failure is in the 
governance of the design. 
Step 2: Scrutiny. A regulator, auditor, board member, or journalist asks: who 
approved this system, on what basis, and where is the documentation? 
Step 3: Missing evidence. The organization cannot produce the evidence. The 
authorization record does not exist. The risk assessment was not documented. The 
dataset was not governed. The agent control declaration was never produced. 
Step 4: Blame migrates. In the absence of documented accountability, 
responsibility migrates upward to the most senior person who cannot demonstrate 
they were not accountable. The accountability is now theirs by default. 

None of this requires bad faith. It requires only that governance was built to look adequate rather 
than to be adequate. Every chapter of this workbook addresses one or more points in this sequence. 
The evidence factory in Part V is specifically designed to prevent Step 3. 

 

 

Five structural failure modes feed this trap. They are diagnosed in Chapter 1, which asks 
you to identify which combination applies to your own organization before reading 
further. 

Chapter 26 makes this concrete. It describes, side by side, what the Amsterdam 
municipality’s audit of Green Canopy Ventures actually found after the governance 
program was built, and what it would have found without it: the suspended deployment, 
the emergency remediation, the board-level investigation into the Executive 
Accountable Officer’s role. The distance between those two outcomes is the distance 
this workbook is designed to close. 
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What this book gives you 

The AI Enterprise Control Index is a proof architecture. It is not a policy framework. It 
does not describe what should exist. It specifies which controls must operate, what 
evidence each control must produce, who is accountable for that evidence, and which 
governance gates require that evidence before a system proceeds. 

This workbook shows you how to operate it. 

By the end of Part I, you will have a posture statement: an honest account of which 
controls are operating, which are absent, and what that means for your regulatory 
exposure. By the end of Part II, you will have assigned control ownership to the roles 
that build, deploy, and operate your AI systems. By the end of Part V, you will have a 
minimum viable evidence system: the smallest set of artifacts that closes the gap 
between governance theater and evidentiary governance. By the end of Part VI, you will 
be able to produce a board-ready proof pack that could survive regulatory scrutiny, not 
merely internal review. 

That is the capability this book builds. Not awareness of the problem. The operational 
discipline to prove that the answer is something other than silence. 

Governance is not what you claim. It is what you can prove. 
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PART I 

 

Foundation 

Many organizations that have adopted an AI governance framework have a policy 
document. Very few have closed the gap between the document and the daily decisions 
made by the people who build, deploy, and operate AI systems. 

Part I explains why that gap exists and how this framework is designed to close it. 
Chapter 1 names the five failure modes that account for most enterprise AI governance 
failures: from framework adoption without operationalization to evidence produced for 
auditors rather than for operators, and asks you to identify which combination applies to 
your own organization before reading further. Chapter 2 maps the complete architecture 
of the AI Enterprise Control Index: the top row that governs every layer beneath it, the 
three columns that cover the human, technical, and assurance planes, and the tabs that 
extend the framework for specific governance tasks. Chapter 3 dissects a single control 
card so that you understand not just what it contains but why each field exists and what 
governance work it is designed to perform. Chapter 4 introduces the two operating 
modes. Control Index for baseline assessment, Forensic Exposure for gap analysis under 
adversarial assumption, and establishes the sequencing rule that governs how they are 
used together. 

By the end of Part I you will be able to navigate the framework, read a control card, and 
make the first decision every practitioner must make: where to start. 
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1 

Why This Framework Exists 

Many organizations that adopt an AI governance framework never close the gap 
between the document and the evidence. They can describe their governance. They 
cannot prove it. By the end of this chapter, you will be able to explain the difference 
between AI governance as a compliance exercise and AI governance as an operational 
discipline, and identify which of the five common failure modes apply to your own 
organization. 

 
THEORETICAL FOUNDATION 

This chapter draws on three analytical traditions. Agency theory (Jensen and 
Meckling, 1976; Eisenhardt, 1989) starts from the observation that principals 
delegate decisions to agents, and that governance mechanisms exist to align agent 
behavior with principal intent. In AI governance this problem is compounded: the 
AI system is not merely an agent but a non-human decision-maker whose reasoning 
is partially opaque. Standard monitoring mechanisms do not transfer. Institutional 
isomorphism (DiMaggio and Powell, 1983) explains why organizations adopt the 
visible forms of governance -frameworks, policies, certifications -not necessarily 
because these forms improve operational outcomes, but because adoption signals 
legitimacy. The result is what Brunsson (1989) terms organizational hypocrisy: the 
gap between talk, decision, and action. Framework adoption without 
operationalization is the predictable product of this isomorphic pressure. 
Practitioner evidence on the scale of the gap: McKinsey Global Institute (2023), in 
its analysis of generative AI adoption, documents the pace at which organizations 
are deploying generative AI. The report does not explicitly address governance 
frameworks; the inference that deployment outpaces governance discipline is the 
author’s, drawn from the gap between the adoption rates MGI reports and the 
governance readiness described in the survey sources that follow. AuditBoard and 
Panterra Research (2024) found that fewer than one in three organizations report a 
fully implemented AI governance program, with data governance emerging as the 
leading controls gap (industry survey; sample size and methodology not publicly 
disclosed). Pacific AI (2025) corroborates the directional picture: a majority of 
organizations report having AI usage policies, while fewer than half have adopted a 
formal governance framework (industry survey; sample definitions not disclosed). 
The EU AI Act (European Parliament, 2024) treats this gap as a regulatory risk: 



18 

Article 9 requires not the existence of risk management documentation but the 
operation of a risk management system. 

 

1.1 The gap between documentation and discipline 

Many organizations that have adopted an AI governance framework have a policy 
document. Some have a framework poster on the intranet. A smaller number have 
assigned ownership to a named individual. Very few have closed the gap between the 
document and the daily decisions made by the people who build, deploy, and operate AI 
systems. 

This gap is not primarily a knowledge problem. Senior leaders know that AI governance 
matters. The people deploying AI systems are aware, in general terms, that regulations 
such as the EU AI Act impose obligations on their organizations. The gap is structural. 
Governance frameworks, as typically designed, are optimized for documentation, not for 
operation. They define what should exist. They rarely specify how the existence of a 
control can be evidenced, who is accountable for producing that evidence on a given 
date, and what the consequence is when the evidence is absent. 

The Apparens AI Enterprise Control Index is designed to close that gap. It is not a 
policy framework. It is a control framework: a structured inventory of the specific 
mechanisms that must operate, the evidence each mechanism must produce, and the 
role accountable for that evidence. The distinction is consequential. A policy framework 
tells you that you need a data governance process. A control framework tells you that L4 
Data Lineage requires a complete lineage record from source to inference output, that 
this record demonstrates compliance with EU AI Act Article 10, that the CDO owns 
this record, and that its absence at a governance gate blocks deployment. 

The difference is between governance as a document and governance as a discipline. 
Documentation can exist without discipline. Discipline requires documented controls, 
assigned ownership, production of evidence, and enforcement of gates. The framework 
provides the structure. This workbook provides the method for operating it. 

1.2 Five failure modes 

Enterprise AI governance failures are not random. They cluster around five recognizable 
patterns. In many organizations, several operate simultaneously. Naming them precisely 
is the first step toward correcting them. 
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1. Framework adoption without operationalization. The organization has a 
framework. It may have a certification. But the framework has not been translated 
into specific controls with owners, gates, and evidence requirements. It exists as a 
statement of aspiration rather than a set of operating instructions. Auditors who 
ask ”do you have a framework?” receive an affirmative answer. Auditors who ask 
”show me the evidence that control L4-Data Lineage operated last month” 
receive silence. 

2. Role fragmentation without integration. The CISO owns security. The CDO 
owns data. The CFO owns budget. No one owns the cross-layer question: does 
this AI system operate in a coherent, controlled way across all the layers it 
touches? Each role governs its slice competently while the system as a whole 
remains ungoverned. The framework’s role filter exists specifically to address this: 
it tells each role not only which layers they own, but which gates they are required 
to enforce across layers they do not own. 

3. Compliance conflated with governance. The legal team produces a GDPR 
impact assessment. The procurement team runs a vendor due diligence checklist. 
These activities are completed, filed, and forgotten. The assumption is that 
compliance activity constitutes governance. It does not. Compliance is a point-in-
time assessment. Governance is a continuous operating discipline. The EU AI Act 
reinforces this: Article 17 requires a quality management system, not a quality 
management document. 

4. High-risk systems treated as low risk. The EU AI Act risk classification 
process is technically demanding. Many organizations tend to under classify AI 
risk, often because assessment is performed by teams with a delivery incentive: the 
people conducting the assessment are also the people who built the system. When 
assessment is not adversarial, the result tends toward the most favorable 
classification available. The Forensic Exposure mode of the framework is 
designed to counter this: it surfaces gaps under the assumption that something has 
gone wrong, not the assumption that everything is in order. 

5. Evidence produced for auditors, not for operators. Governance artifacts are 
assembled in anticipation of audits. The Model Card is completed the week before 
the external review. The Risk Assessment is backdated. The result is a set of 
documents that satisfy an auditor and tell operators nothing useful about the 
current state of the systems they operate. The framework’s Mandatory Artifacts 
regime is designed to prevent this: each artifact has a trigger, an owner, and a gate. 
Artifacts that are not current cannot be used to pass a gate, regardless of when 
they were written. 
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1.3 When governance is present and incidents still occur 
This framework does not prevent AI incidents. 

Consider an organization that has implemented this framework in good faith. It has 
completed a Control Index pass. It holds ART-01 through ART-05 for each AI system 
in scope. Its evidence register is current. Its roles are named and trained. Its governance 
gates have been passed with documented sign-off. Then a high-risk AI system produces 
a biased output that affects decisions about a protected group. A regulator opens a 
formal inquiry. 

The framework does not stop the incident from occurring. What it does is determine 
what happens next. The organization can produce the architecture decision record that 
classified the system. It can produce the data quality assessment that was current at 
deployment. It can produce the bias evaluation with named ownership and the gate sign-
off that preceded go-live. It can show that the incident was not the product of an absent 
control, but of a gap in what the control covered, a gap that is now documented, 
assigned, and in remediation. 

One organization is defending a governance process. The other is accounting for the 
absence of one. The regulator is asking the same question in both cases. The governance 
posture determines the answer. Managed exposure, documented and owned, is 
defensible. Undisclosed exposure, discovered under scrutiny, is not. 

This distinction, between managed and unmanaged exposure, is the practical test of 
whether governance is real. It cannot be evaluated in advance. It becomes visible only 
when something goes wrong. The purpose of this framework is to ensure that when that 
moment arrives, the organization is standing on evidence rather than assertion. 

 
YOUR TURN 

Reflection: which failure modes apply to your organization? Use these three 
questions to calibrate before you proceed. Write your answers in the space below, or 
in a separate note. Returning to them after working through Part II will show you 
where your perspective shifts. 1. Which of the five failure modes is most visible in 
your organization right now? Be specific: name the system, the role, or the process 
where it is most apparent. 2. Which failure mode is most expensive if left 
unresolved, given your regulatory context and the AI systems currently in 
production? 3. Where is evidence currently weakest? For each AI system you 
operate, can you name the person who would produce the evidence if asked by an 
auditor tomorrow? 
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GCV IN PRACTICE 

Priya Sharma opens the audit letter It is a Tuesday morning in March. Priya 
Sharma, Data and AI Lead at Green Canopy Ventures opens an email from the City 
of Amsterdam. The subject line reads: Aankondiging informatieaudit AI-systemen. 
The municipality has engaged an external auditor. The audit is scheduled for Q3. 
The auditor will require evidence of governance on the AI systems GCV deploys in 
Amsterdam. GCV has three AI systems in or near production in Amsterdam. The 
Predictive Risk Scoring Agent is semi-autonomous (L2 on the Autonomy Maturity 
Ladder). The Computer Vision Module is in active pilot, analyzing canopy 
photographs to detect leaf scorch and root stress without human review of every 
image. The MRV Validation Agent checks GPS data, timestamps, and photo 
integrity on completed work orders. All three touch data from Amsterdam's public 
tree estate. Priya has been aware of the AI Enterprise Control Index since its v3.0 
release. She has opened it twice. Both times she closed it again. The framework is 
large. The terminology is precise. She was not sure where to begin. This time she 
does not close it. She opens the framework alongside this workbook. The audit is in 
twenty-two weeks. She needs to know, with evidence, which controls are operating 
and which are not. She is about to find out. The failure mode that applies most 
directly to GCV at this moment: number five. The artifacts that exist were built for 
the board, not for an external auditor working from EU AI Act Article 9. That 
distinction is about to matter. 

 

1.4 What this workbook does 

This workbook does not ask you to read the framework. It asks you to use it. Each 
chapter moves from concept to practice: a theoretical foundation, an explanation of the 
relevant part of the framework, a GCV example showing the framework applied to a 
real governance problem, and a working template for you to apply it to your own 
organization. 

The workbook follows the structure of the framework. Part I establishes the foundation: 
what the framework is, how it is organised, and how to navigate it. Part II assigns the 
framework to the five governance roles and the L6 People, Skills and Operating Model 
domain: Enterprise Architect, CISO, CDO, Procurement, Executive Accountable 
Officer, and L6 People, Skills and Operating Model. Each role chapter identifies the 
role’s primary layers and shields, the artifacts it must produce, and the governance gates 
it is required to enforce. Part III covers the Agentic Control Pack: why agents require 
governance beyond the standard control set, how the OWASP LLM Top 10 maps to 
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framework controls, the seven additional governance gaps specific to agentic 
deployment, and the ART-05 Agent Control Declaration. Part IV provides the 
Standards Crosswalk for ISO/IEC 42001, the EU AI Act, and the NIST AI RMF. Part 
V builds the Evidence Factory: the mandatory artifacts regime and evidence currency 
management. Part VI develops the Forensic Exposure methodology in full, including 
the Phase 0 engagement and the Board Risk Summary. Part VII closes with the 
Governance Obeya as a permanent operating cadence and the ninety-day 
implementation plan. 

One convention applies throughout. The framework itself remains the authoritative 
source. When this workbook refers to a specific control, layer, or artifact, the 
corresponding component in the framework is the definition. If there is ever a 
discrepancy between what you read here and what you see in the index at 
apparens.nl/ai-control-index, the index takes precedence. The framework is the 
instrument. This workbook is the method for operating it. 

Application questions 
Before moving to Chapter 2, consider these questions. They do not require full answers 
yet. Their purpose is to surface assumptions that the following chapters will test. 

1. Your organization has adopted an AI governance framework. Can you name the 
specific control it requires for data lineage, state who owns that control, and 
identify the artifact that evidences it? If any of these three elements is unclear, that 
is the starting point. 

2. For each AI system currently in production, has the risk classification been 
reviewed by someone with no delivery stake in the outcome? If not, the 
classification should be treated as provisional until that review occurs. 

3. The five failure modes in section 1.2 are not mutually exclusive. Which 
combination is most characteristic of your organization? The combination matters 
because it determines where to start. Role fragmentation requires a different 
intervention than evidence-for-auditors. 

4.  Governance discipline requires gates: points at which a system cannot proceed 
without evidence that a control is operating. Identify one gate that currently exists 
in your organization's AI deployment process. Identify one that does not. 

5. Your organization has a named accountable officer for AI governance. Can that 
individual, today, state the control status of every AI system currently in 
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production. Not from memory, but from a current evidence register? If not, name 
the specific gap between the governance claim and the governance proof. 
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